
OpenVPN 
blue’Log XM/XC
Item no. 557.005

Establish an OpenVPN connection to the blue'Log without an additional OpenVPN 
router on site.

Description
Establish secure remote access to blue’Log XM/XC data loggers via OpenVPN via the integrated OpenVPN client. No additional 
OpenVPN router or further router configuration is required.

Features
 Integrated OpenVPN client

 OpenVPN connection to blue'Log (no connection to other devices in the network) 

 SSL-encrypted communication 

 Simple configuration via upload of an OpenVPN configuration file 

 OpenVPN 2.4.6 | OpenSSL 1.1.1b 

 TLS 1.3 is supported 

 Further information about OpenVPN can be found at https://openvpn.net/community-resources/reference-manual-for-openvpn-2-4

Requirements
 blue’Log XM/XC

 OpenVPN license. The license is issued for a specific blue’Log XM/XC. When ordering, provide the 14-digit hardware serial 
number of your data logger.

Configuration

Example of OpenVPN configuration
DB_OpenVPN_en.zip

 Example ZIP

 See file zip_openvpn_example.zip

 ca, cert, key available as single files in the zip archive

 Example inline

 See file inline_openvpn_example.ovpn

 ca, cert, key embedded in the configuration file .ovpn

You can also find the file on meteocontrol’s home page in the area blue’Log XM/XC by using the following link: https:// 
www.meteocontrol.com/en/services/downloads
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inline_openvpn_example.ovpn

client

dev tun
proto udp

remote vpn.serverdomain.de 1177
resolv-retry infinite

nobind

#server settings, not necessary in the client file
cipher BF-CBC
auth sha384

comp-lzo

remote-cert-tls server

persist-key
persist-tun

#options
ping 30
ping-restart 60
max-routes 300

#only until 3 supported
verb 3

<ca>
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

</ca>

<cert>
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

</cert>

<key>
-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----

</key>

<tls-auth>
#
2048 bit OpenVPN static key
#
-----BEGIN OpenVPN Static key V1-----
073b0025464cdeaa6189247397d0f2f6
4c2cb415f7b662af421d3ea7c9d50c10
61ebd5ed93d04c2f863b4a6cc4ce6b32
b981297a1eb35d83e75b3051b162c286
653032398c3bc539bec746c778d67c16
dad74a45ce4e85e57bb04b3675f43ecc
e020210c3d252957e86b087804338c3a
2cec5f08306d276a54558cff885a7296
330ce026485ae88a0099430002a570f1
20b774bf64501ae28ed6650a2bc463ce
032a4c9495dd2849550ad09af18cb953
8aa516354e7a6f302fb7d9f66d1dad7f
9fe7683d84dd90d0985dff7dc2881b24
87884d98ffaafecff27d10d554e2f5a7
78226ee0561cb8f815a10b132b097579
9a9a92359aa0574a95715a1df0e51484
-----END OpenVPN Static key V1-----
</tls-auth>







zip_openvpn_example.zip




ca.crt








client.conf


##############################################
# Client-side OpenVPN 2.0 config file        #
# for connecting to Server xy                #
##############################################

client
dev tun
proto udp
resolv-retry infinite
nobind
remote vpn.serverdomain.de 1194

persist-key
persist-tun

remote-cert-tls server
comp-lzo

verb 3

;mute 20

ca ./ca.crt
cert ./meteocontrol.crt
key ./meteocontrol.key










meteocontrol.crt


Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number:
            82:49:85:be:ef:dd:05:64:6a:86:4b:f2:44:02:24:01
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: CN=vpn.serverdomain.de
        Validity
            Not Before: Nov  4 11:44:07 2019 GMT
            Not After : Oct 19 11:44:07 2022 GMT
        Subject: CN=meteocontrol
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                RSA Public-Key: (2048 bit)
                Modulus:
                    00:bc:0e:9c:71:be:a1:f9:ce:39:a9:8b:4f:a9:c7:
                    38:d8:59:92:e4:es:d1:b2:49:ea:cd:cd:e8:2b:95:
                    f8:20:6f:38:6a:c5:cd:fa:9b:0f:f6:92:fa:a9:3d:
                    ba:ed:4a:68:c4:aa:5c:17:06:46:72:ff:1b:15:05:
                    b0:21:70:d9:30:95:c2:92:f5:50:39:56:18:62:b7:
                    47:87:c0:02:5b:09:ae:1f:8f:88:b5:3b:4b:54:28:
                    30:c4:43:5f:33:0f:37:b1:bd:ce:d6:26:cc:b1:9a:
                    ac:f8:f8:7b:14:b5:0d:91:d1:c2:c2:ab:3a:c5:03:
                    9c:b6:91:bd:e3:eb:f4:9c:4d:89:03:a3:00:3d:ac:
                    a6:a6:7a:ce:ff:0e:1b:b6:01:13:32:80:6b:92:85:
                    7f:fc:f0:2d:5e:34:db:c4:63:dd:7c:d2:e1:41:d6:
                    d4:24:9b:e9:43:95:cb:00:a6:1e:77:e3:c6:ee:a1:
                    47:cb:d7:53:a5:e8:90:cb:30:d3:b3:b5:5c:7a:aa:
                    53:55:37:fd:f3:2f:f4:e2:80:7d:05:44:28:17:3e:
                    69:6a:58:86:19:f9:6b:be:bf:6c:68:20:36:a5:33:
                    b5:c1:3a:9e:97:5c:bf:5a:a2:70:81:08:06:89:1f:
                    e3:24:13:1b:54:c5:48:c1:95:67:c9:e7:78:3e:72:
                    4f:47
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints:
                CA:FALSE
            X509v3 Subject Key Identifier:
                81:0C:B9:3C:48:04:2A:CA:04:72:AA:70:03:D4:D4:4D:0B:95:E7:B7
            X509v3 Authority Key Identifier:
                keyid:DA:8F:5C:CA:67:8A:27:A8:1B:B6:23:EB:28:06:FF:5D:F3:75:E9:70
                DirName:/CN=test-vpn.meteo.de
                serial:67:60:94:86:F4:5B:6E:4D:38:76:AA:19:45:A7:2A:F2:F3:C4:E2:AB

            X509v3 Extended Key Usage:
                TLS Web Client Authentication
            X509v3 Key Usage:
                Digital Signature
    Signature Algorithm: sha256WithRSAEncryption
         20:34:56:31:57:3d:37:7f:da:0e:59:59:d4:d5:0c:3f:72:f0:
         fa:9c:c4:6c:70:ec:08:c3:c0:90:a9:41:0e:65:01:59:0d:f6:
         28:23:54:52:d2:eb:79:65:f0:0f:f8:15:b2:41:73:18:7d:f8:
         a6:86:b2:c2:2a:5b:54:73:ef:21:d7:cc:5c:44:1d:a6:d3:c2:
         e8:57:f2:1e:4a:16:bc:f1:84:50:68:99:de:20:97:65:e9:33:
         a1:66:02:aa:60:ff:71:96:57:b2:01:18:cd:d1:52:f9:20:27:
         09:a6:e5:4d:89:86:57:c7:a1:0c:87:c3:19:36:ff:ae:98:03:
         7b:4c:11:57:db:8c:db:f0:96:92:05:cb:62:32:80:8c:c9:85:
         1f:8f:5f:27:cd:82:51:8e:b0:f1:c1:34:40:41:d6:8e:f6:b5:
         d5:13:cf:45:e8:21:6e:31:a1:56:02:d4:d3:65:57:d0:b7:9d:
         06:df:a1:e9:f9:bf:6b:28:55:a4:91:3f:a2:26:f8:fd:ef:91:
         c6:5c:63:9b:23:b6:7e:6e:42:de:fc:17:b9:bc:19:37:29:51:
         87:90:6e:86:df:e3:72:52:fe:ea:d2:fb:03:70:64:2e:76:ef:
         01:3c:be:69:f7:02:c5:42:d3:d8:c3:99:aa:11:8e:44:aa:28:
         15:11:2b:99
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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