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Data encryption and user management.

Description
meteocontrol is committed to providing an improved, simpler, and more secure IT infrastructure for enhanced cybersecurity. 

The IT infrastructure license (LDAP, SCEP, SSL) blue’Log XM/XC boosts your IT security in the areas of user authentication, 
encryption, and automated certificate handling. 

Using your IT infrastructure, you can use the LDAP client, SCEP client, and SSL to control data encryption and user management on 
your blue’Log in a more convenient and automated manner. 

Features
 Three features: LDAP, SCEP, and SSL

 User authentication with LDAP 

 Locally encrypted connection to the blue’Log user interface via SSL ( https:// ) 1)

 SSL certificate handling

 Manually upload the SSL certificate as a PKCS#12 file 

 Alternatively, the certificate can be uploaded automatically via a connection to an SCEP server  

 LDAP: 

 Encrypted communication (with TLS, enter: ldaps:// ) 

 Login via user name instead of via attributes such as email 

 User name and password can not be modified in the blue’Log 

 If LDAP is activated, internal user management in the blue’Log is deactivated 

 If the LDAP server is not available, it is not possible to log in to the blue‘Log 

 meteocontrol Support can not access the blue'Log if LDAP is activated 

 Display login can still be used for local users

1) The remote connection of VCOM to blue’Log is already SSL-encrypted. The IT infrastructure license is not needed in this case.
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